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2.1. Introduction
This lesson introduces the structure of X-Road and considerations at its development.

After passing this lesson, you will be able to describe the architecture of X-Road, alternatives during
its creation and how X-Road solves the deficiencies of these alternatives.

It takes 10-12 minutes to pass this lesson.



2.2. Bilateral solution
To understand the structure of X-Road and its functional principles, it is necessary to understand the
opportunities and considerations based on which X-Road was developed. 

In late-1990s, there was a need to enable intercommunication between various information systems in
Estonia. Because of a limited budget, a bilateral solution by which every system would communicate
directly with another system was not an option. Even though risk to data integrity and system
vulnerability would have been low, this solution would have been too expensive to maintain and
support. Also, it would have soon become a legacy solution if one takes into account the complexity
of further developments. 

Bilateral solution



2.3. Centralised information system
Another option, using a centralised information system, was even more problematic. It is though
easy to use the big centralised information system but it can also be easily misused. 

There are enough examples from the near future about the risks of uncontrolled collection of data to
one centralised information system to the statehood. Risks of a centralised information system
occurred first during the 1930ies in Germany where the imported card catalogues (substantively
information technology) was used for selecting and destroying certain population groups. In Estonia,
the risk of a centralised information system was realised in September 1996 when the public super
information system created by hacker Imre Perli was demonstrated. It contained information about the
place of residence, loans, phone calls, social network and other of people.

In sum, a centralized information system would have threatened data confidentiality by introducing
a single point of failure. Even though it would have been easy to administer and cost little, it could
not found use in the public administration of a democratic country. But if all opportunities for abuse
had been preventively eliminated from the centralised information system, it would have become
practically unusable (Anderson’s rule).

Centralised information system



2.4. Service bus
It was also possible to use the enterprise service bus (ESB) solution known from the software
architecture, which caters for commodity services in addition to adoption, translation and routing of a
client request to the appropriate answering service. But this would have been complex and costly
solution in the terms of management because every ESB-connected information system must have
been tested against every other information system that is connected to the ESB. It would have also
created a user/access hierarchy, and it is prone to human mistakes. 

Centralised enterprise service bus (ESB)



2.5. Trusted mediators
Principally also the trusted service mediators could have been used like it is done in the financial
sector by the means of Four-Corner-Model type solutions. There, each trading partner has contracted
with one or several separate service provides, who ensure the correct interchange of documents
between the trading partners. A network usually based on open standards provides connectivity and
the facilities for the secure trusted exchange of business documents. 

The purpose of this solution is security of message transfer but not standardisation of the message and
hence there would still remain the problem of interpretation of the message between different parties.
The more parties, the costlier the development of trusted mediation service. Although the risk of
attacks is low here, the management complexity would increase with each added member. 

Trusted mediators



2.6. Integrity risks and interoperability
The integrity risks, i.e. undetected changing of information or self-”spoilt” data had to be taken into
account. If each institution would store all data in its basement, it could inevitably happen that in one
institution the person’s information is updated and in another institution it is not. So one person could
change into a duplicate with several different data and afterwards it would be very difficult to say
which one of them is authentic and most precise. Some countries have tried to avoid duplicates by
synchronising the databases but there will be a time lag since it is not so simple to transfer the
gigabytes securely from one town to the other.

Hence it was necessary to ensure during the development phase of X-
Road that information systems created at different times and located
at different technological platforms communicate with each other in
common language (standardisation or interoperability). 



2.7. Structure of X-Road
Based on the above described considerations, it was concluded to use distributed architecture.

The joined parties can communicate safely over public Internet by the means of X-Road. The Tax and
Customs Board can make queries to the Population Register. Telecommunications company can
submit an electronic invoice to the bank. A citizen can check data in the Tax and Customs Board and
Population Register through the state portal. Thanks to distributed structure, there is no central point
which cessation of work could stop data exchange in X-Road. Parties exchange data between
themselves directly. Communication takes place via security server.

X-Road’s IMAP protocol is the same for all parties. Service can be provided and services of others
can be used on same terms and with similar technology. There is no need to add new technological
solution or support for new protocols to own system for communicating with each different party.

Compared to other solutions, the expenses of using X-Road are low without increased risk to data
security. 

Security of the distributed architecture of X-Road can be proved by the fact that up to now there have
been no cases stopping it.



2.8. Questions
Before completing this lesson, please decide which of the statements below is false.

A. Distributed structure of X-Road ensures security since the parties exchange data
between themselves directly and there is no central point which cessation of work would
stop the data exchange.
B. A centralized information system would have threatened data confidentiality by
introducing a single point of failure.
C. Use of trusted mediators would have solved the standardisation of the message but not
the problem of security.
D. Solution of enterprise service bus would have been costly and difficult to manage.
E. There is no need to add new development to the information system for
communicating with parties in X-Road but communication takes place over public
Internet.

See the correct answers here (will open in a new tab).

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=538


2.9. Summary
The comparison table of the main properties of above described architecture types summarises this
lesson.

Bilateral
solution

Centralised
information

system
Service bus Trusted

mediators X-Road

Management
complexity high low high high low

Relationship
complexity medium medium high high low

Ecosystem expense high low high high low

Reliability risk low high medium low low


