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8.1. Introduction
This lesson gives an overview of the trust services in X-Road. After passing this lesson you will be
able to:

Define the trust services and explain the benefits of their use;
Describe importance and meaning of the e-stamp certificate, authentication certificate of security
server, OCSP service and time stamp;
Explain how the trust services ensure security of data exchange in X-Road;
Plan trust services related activities in the process of introducing X-Road, and
Select appropriate trust services from the selected trust service provider.

It takes 15 minutes to pass this lesson.



8.2. Trust services
The trust services are standardised and regulated services forming the basis for main services in IT
solutions.

Use of qualified trust services is important from the point of view of
evidential value. They help to ensure that used certificates are
associated with correct parties (authenticity). They also ensure the
source and unchanged status of data exchanged by the means of e-
stamp mechanisms to other parties. 

Trust services are provided by the third parties who meet established requirements (qualified trust
service providers). 

Trust services are regulated in Regulation (EU) No. 910/2014 of the European Parliament and of the
Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the
internal market (No. 910/2014, eIDAS Regulation). This is directly applicable regulation for all
members of the European Union, establishing single terms for all aspects of digital trust services and
electronic identification and signing/stamping. eIDAS Regulation is available here.

http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1462090035209&uri=CELEX:32014R0910


8.3. Trust services in X-Road
Electronic stamp is used for indicating the integrity of data exchange and association between the
message exchanged in X-Road and the X-Road member (for the purpose of eIDAS Regulation
advanced e-stamp with a qualified certificate). 

The following trust services are used for creating the electronic stamp: 

Certification service via which the e-stamp certificate (qualified electronic stamp certificate for
creating an advanced electronic stamp) and authentication certificate of security server,

OCSP service, and

Time stamping service.

The indicated trust services are necessary for stamping all messages exchanged in X-Road. It is
forbidden for the member to process the data exchanged in X-Road that are not electronically stamped
or that cannot be time-stamped. 

The security server of X-Road monitors the performance of the trust services automatically and
ensures the system performance during short-term interruptions of the services.

The trust services are handled further one by one. 



8.4. Electronic stamp certi�cate
For the purpose of eIDAS Regulation, electronic stamp of the X-Road is an advanced electronic
stamp with a qualified certificate. 

The qualified certificate of the electronic stamp is a certificate of the electronic stamp issued by the
qualified trust service provider and that conforms to the requirements of Annex III of eIDAS
Regulation. 

According to the eIDAS Regulation, an advanced electronic stamp is an electronic stamp
that is associated only with the signatory;
that can be used only by the signatory;
by the means of which it is possible to identify the signatory;
that is associated with the signed data so that all later changes to the data can be identified. 

The certificate of the electronic stamp of the X-Road member is a certificate issued by a qualified trust
service provider for forming an electronic stamp. The electronic stamp represents the organization. Its
certificate is used for ensuring authenticity, integrity and non-repudiation of exchanged messages. This
ensures universal high security to the whole exchanged dataset.

The body of the message, signatures and time stamp (or signed and time stamped information) is
stored in the Associated Signature Container (ASiC) in XML Advanced Electronic Signature
(XAdES) format. 

If the security server is hosted (several members use it), there should be several electronic stamp
certificates in one security server: electronic stamp certificate of the owner of the security server and
additionally one electronic stamp certificate per each hosted member. Ordering of the electronic stamp
certificates and adding them to the server may take place at any necessary moment.



8.5. Authentication certi�cate of the security server

Authentication certificate of the security server is a certificate issued
by a qualified trust service provider and associated with the security
server. It is used for authentication of the security servers during
creation of the encrypted connection between them.

Authentication certificate of the security server determines the access permission on the X-Road and
creates secure data channel between two security servers. There should be one certificate for each
security server.

Authentication certificate of the security server must conform to Internet Engineering Task Force
(IETF) standard RFC 5280 (Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile).

https://www.ietf.org/rfc/rfc5280.txt


8.6. OSCP
Together with the e-stamp certificate, the member also needs to obtain the OSCP service.

Online Certificate Status Protocol (OCSP) is the warranty of the
trust service provider that the used certificate is valid and member
of the X-Road is the one he or she claims to be. OCSP response time
determines the earliest absolute time when each specific message was
exchanged on X-Road.

OCSP responses are always sent with the message to the other X-Road party. This allows the X-Road
member to be sure about the authenticity of any other member in X-Road without doing any
additional queries to the provider of the OCSP service. The security server realises that part of the
mail transfer protocol stack automatically. The member is associated only with that OCSP service
provider fro who he or she gets the confirmation about the status of the certificate.

Each member uses the OCSP service of his or her OCSP service provider according to the number of
his or her certificates (sum of an electronic stamp and authentication certificates). Messages are
stamped upon sending by packages. They reach the partner with hashes that enable to check stamping
of the message in a package. So the X-Road member is protected against the increase in the OCSP
service volume when X-Road is used with many partners and the data exchange volume (number of
messages and services) increases. In other words, involving of additional partners does not add any
supplementary complexity to the communication or increase the trust service costs.

The used OCSP service must conform to the IETF standard RFC 6960 or RFC 2560.

The allowed maximum duration of sequential interruption of the OCSP service is 4 hours and the
summary downtime in 24 hours must not exceed 12 hours.

https://www.ietf.org/rfc/rfc6960.txt
https://www.ietf.org/rfc/rfc2560.txt


8.7. Time stamp

Digital time stamp is added to the exchanged messages by the means
of the time stamp service. The time stamp determines later absolute
time when the data exchange between two parties might have
happened with the specific message and so gives the exchanged data
a long-term integrity warranty. 

All messages exchanged in X-Road and the query logs are time stamped.

Time stamp service used in X-Road must be qualified for the purpose of the eIDAS Regulation
and conform to IETF standard RFC 3161.

Security server needs to be connected to Network Time Protocol (NTP) Stratum 1 or Stratum 2 level
time server. The time stamp service may differ from UTC time for up to 1 second. The service must
not be sequentially interrupted (planned or unplanned) for more than 4 hours.

https://www.ietf.org/rfc/rfc3161.txt


8.8. Warranty of secure X-Road
The task of the X-Road is to ensure security of exchanged data. When integrity and confidentiality are
ensured by certificates and OCSP and time stamping service, availability is ensured so that the data
exchange scenarios do not depend on trust services towards the terms of availability.

By using package signing and time stamping, X-Road ensures that the data are exchanged between the
parties within not longer period than 8 hours. The OCSP response is regularly updated in the security
server about the used certificate that is used repeatedly. OCSP response ensures the bottom track of
the time of the data exchange. But the time stamping gives the upper track of the time of the event.

X-Road ensures security of exchanged data if the time difference of
OCSP and time stamp used for signing the exchanged data is not
longer than 8 hours. Based on that, the security server of X-Road
asks for OCSP with the 48-minute (1/10 from eight hours) interval.

This in turn means that up to 930 OCSP queries are made per one certificate in one calendar month
(30 queries per day) and this independent of the number of X-Road partners, services or queries.

The same is valid for the time stamp. Each day on security server makes up to 30 time stamping
queries independent of the data exchange volume, number of partners and number of the security
server customers. If at some moment there are no messages in the query log, the empty log is not time
stamped.



8.9. Selecting the trust service
The X-Road member itself selects the appropriate trust services. 

Trust services must be issued by a qualified trust service provider and conform to the minimum
requirements established by the X-Road centre. 

All trust service providers can be found from the European trusted list available here.

In Estonian test and production environment,  currently known trust service provider is AS
Sertifitseerimiskeskus. In the development environment, the trust service provider is Information
System Authority (RIA) (it is not a qualified trust service provider for the purpose of the eIDAS
Regulation). AS Sertifitseerimiskeskus provides only time stamping service in the development
environment.

The requirements of the centre for the trust services are available here (in Estonian).  

We recommend to ask the offer from the possible trust service provider based on these requirements. 

https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-hr.pdf
https://www.sk.ee/en/
https://www.ria.ee/public/x_tee/usaldusteenuste_tingimused.pdf
https://www.ria.ee/public/x_tee/usaldusteenuste_tingimused.pdf


8.10. Selecting the trust service (continued)
It is reasonable to select the trust service providers or find alternatives before installation of the
security server in the stage of cost planning. Trust services are set up after installation of the software
of the security server. Certificate applications can then be generated to the format of the selected
service provider. The certificates are then issued and installed to the security server.

Legitimate qualified certificates cannot be used in the test environment. The test certificate of the
service provider whose certificate is planned to be used in the production environment must be
brought to the test environment. This ensures that there will be no surprises in production environment
related to certification or OCSP service.

Authentication certificates of the electronic stamp and security server may be obtained from different
service providers.

When a new trust service provider is added, the X-Road centre additionally meeting the necessary
requirements and, if needed, upgrades the technological platform of X-Road so that the due trust
service providers and certificates can be used.



8.11. Costs related to use of the trust services
X-Road member incurs the costs related to use of the trust service. Below you can fid the trust service
prices of AS Sertifitseerimiskeskus.

E-stamp certificate (for one organisation) and authentication certificate of security server cost 240
euros as a package for one year validity, 400 euros for two years’ validity and 600 euros for three
year’ validity. E-stamp certificate costs 150 euros when purchased as standalone for one year
validity, 275 euros for two years’ validity and 375 euros for three year’ validity.

The service volume of the OCSP depends on the terms of the X-Road environment. The OCSP
service fee for servicing one authentication and one e-stamp certificate is 76 euros (in production
environment).

Volume of the time-stamping service is 1,000 queries a month per one security server. Price list of
the time-stamping service is here.

Prices of trust services of other providers may differ.

https://www.sk.ee/en/services/pricelist/time-stamping-service/


8.12. Questions
To finish this lesson, please answer to the following questions. 

1. Which of the phrases below describes which trust service?

A. Related to the member, verifies connection between the member and the message
B. Related to security server, used for authentication of the security servers
C. Confirms validity of used certificates
D. Enables to check when some kind of operation took place

2. Which of the statements below are false? 

A. There must be one authentication certificate of the security server per each security
server. 
B. If the security server is in hosted, e-stamp certificates for each security server owner as
well as  each hosted member are required. 
C. Authentication certificates of an e-stamp and security server must be obtained from the
same trust service provider. 

See the correct answers here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=550


8.13. Summary

Trust services (electronic stamp certificate, authentication certificate
of security server, OCSP service and time stamp) are standard
operation for improving security. Their use is important from the
point of view of evidential value.

Use of trust services is mandatory in Estonian X-Road. 

The person joining X-Road will be responsible for selecting and
paying for appropriate trust services. 

Trust service providers should be selected before installation of the
security server but they will be set up after installation of the
software of the security server. 


