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10.1. Introduction
This lesson explains what is a database, information system, subsystem of X-Road and data services.
After passing this lesson, you will be able to distinguish between the database and information system
and explain what is the subsystem of X-Road. The lesson briefly handles also definition of the
subsystem of X-Road for the company. It also gives instructions for providing and use of data
services.

It takes 10-15 minutes to pass this lesson.



10.2. Database

The database is the set of organised data processed in the
information system of the state, local government or other
persons in public law or a legal person in private law performing
public duties.

The database is established and it is used for performance of tasks provided for in the law, legislation
issued on the basis thereof or international agreement. It is forbidden to use separate databases for
collection of the same data.

The database may also consist of unique data contained only in other databases.

Before establishment of the database, changing of the composition of the data collected in the
database, introduction of the database or termination of the database, the technical documentation of
the database will be approved by the State Information System Authority (RIA), the Data Protection
Inspectorate, the Statistical Office, the National Archives and the Land Board.

All data are not always public. In that case the access restrictions are established. Access restrictions
are established, for example, for information for internal use. § 35 of the Public Information Act lists
the specifications in case of which there is an obligation to restrict access to data. Here belong, for
example, information concerning the methods and tactics utilised by the investigating authority in its
activities, if the disclosure of such information could hinder detection of criminal offences or facilitate
committing thereof. Regulation of delicate personal information is separately established according to
the Personal Data Protection Act. The purpose of the law is to protect the principle rights and freedom
of the natural person, primarily the right to privacy at processing of personal information.

Creation of a database also brings along responsibility. Breach of the requirements arising from this
Act (disclosure of restricted information, issuance of wrong information, ignoring security measures
of personal information protection) may result in a monetary fine.



10.3. Information system

Information system is an integral system of information, persons,
technical resources and methods for collection, organisation, analysis
of necessary, precise and operative information and timely delivery
to the deciders. Information system itself does not contain data for
the purpose of the database.

Database is a legal abstraction in the context of some public service. Databases are used for
processing data via the information systems. Information systems are created to solve the daily tasks
of users. Here it is important to ensure that the users do not have to switch between different
information systems during work.

An example of the information system is eesti.ee portal through which an authenticated person can
make queries about his or her data to different databases of the country. In certain cases the person can
change the data concerning him or her through the same information system. At the same time,
eesti.ee does not save the person-related data in its database but intermediates these via different data
services.

More than one database can be realised with one information system. It is possible that no database is
directly connected with the information system. It may, for example, enable an access to external
databases.

https://www.eesti.ee/eng/


10.4. Subsystem of X-Road
In X-Road, data services are provided and used via the subsystem of a company having joined X-
Road.

Subsystem is information system related to X-Road of the X-Road
member or part of it.

Points of interface of the information system of the X-Road member
and the security server are registered as subsystems of the X-Road in
the centre. It must be possible to handle the subsystem as a certain
integral unit.

Subsystems are autonomous in terms of providing and using X-Road services. The access rights of an
X-Road member's subsystems are independent. Access rights given to one subsystem do not affect the
access rights of the member’s other subsystems. Also, services provided by a subsystem are
independent of the services provided by the member’s other subsystems.

One organisation may have several information systems that can be interfaced with X-Road. Several
subsystems are generated also when to make several interfaces to one information system (e.g. one
for public and the other with an access to the data with access restriction). For example, it is possible
to make one interface for processing data of the population register and the other for public queries
(like existence of right of residence) for municipalities. In the first case it is possible to change data,
in the second case the data are read-only.



10.5. De�ning the subsystem of X-Road
Each company must define the subsystem(s) of X-Road itself. Company’s integral information system
must be taken into account.

Defining of the subsystem(s) of X-Road should consider how the company might decompose best its
information system providing or using services for the purpose of handling them and then split into
parts.

The following aspects should be taken into account:

Are the systems acting on the same legal basis?
For example a database realised based on an act or regulation and organisation’s personnel
records should not belong to the same subsystem.

Does access to the systems have the same security level?
Systems have different confidentiality level and different access restrictions. Similar to the
physical security zones, restrictions should also be realised on virtual level.

Do the systems work based on the same technical principles (e.g are hosted)?
Systems should be realised differently depending on whether they are used on premises or
outside the organisation. Granting too many permission to external parties should be avoided.



10.6. De�ning the subsystem of X-Road (continued)
The figure below shows an example of an opportunity for decomposing company’s information
system.



10.7. Development, providing and use of data services
Data are exchanged in X-Road via data services. It is not possible to exchange messages in X-Road
without data services.

Information for development of data services can be found here.

Entering into agreements on providing and use of data services is performed between the X-Road
members, and RIA regulates it very little.

In the production environment, RIA suggests to follow the following sequence of activities upon
entering into agreements on providing and use of RIA’s data service.

1. Business need analysis
2. Identification of proper existing data service (e.g. during negotiations)
3. In case of absence of the data service, its development and registration in RIHA
4. Negotiations between the data service provider and the user during which the sufficient security

level of the subsystem of X-Road of the data service user is checked, among others
5. Entering into an agreement for using data service
6. Granting access right of relevant service to the data service provider in the security server of the

data service provider (according to the agreement for providing data service)
7. Providing and using data service according to the data service usage agreement

RIA does not regulate providing and use of data services in the development and test environment.

https://www.ria.ee/en/development-of-x-road-services.html


10.8. Questions
Before reading the summary of this lesson, please decide whether the statements below are
true or false.

A. Database and information system are synonyms.
B. The information system and not the database checks whether the user has the permission to
make the query and whether the query is correctly created.
C. Number of subsystems interfaced with X-Road does not necessarily equal the number of the
company’s information systems.

See the correct answers here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=554


10.9. Summary

Data are exchanged in X-Road via data services. It is not possible
to exchange data without the data services in X-Road.

X-Road members must declare parts of its information system as
subsystems to provide or use X-Road services.

Services provided by one subsystem are independent of the services
provided by the member’s other subsystems. The same goes for the
access rights.

Information systems that work on different legal basis, follow
different technical principles or are on different security level should
not belong to the same subsystem.

RIA regulates providing and use of data services at minimum.


