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14.1. Introduction
This lesson is about the configuration of the X-Road security server to use trusted services. Upon
completion of this lesson you will be able to

Manage timestamping services in the security server,
Generate a signing key and a certificate signing request for the signing key, and
Generate an authentication key and a certificate signing request for the authentication key.

To do all this you will need approximately 15 minutes.



To certify the signing key, transmit the certificate signing request to
the approved certification service provider and accept the signing
certificate created from the certificate signing request.

For a security server in the development environment you can request certificates through email
(help@ria.ee) by sending the certificate signing request, the organization’s name, the organization’s
registration code and the server code.

mailto:help@ria.ee


authentication certificate created based on the certificate
application.

For a security server in the development environment you can request certificates through email
(help@ria.ee) by sending the certificate signing request, the organization’s name, the organization’s
registration code and the server code.

mailto:help@ria.ee


14.7. Summary

First, generate a signing/authentication key.

Secondly, generate a certificate signing request for the
signing/authentication key.

Thirdly, transmit the certificate signing request to the approved
certification service provider. The service provider will create the
certificate.

You can add the timestamping service directly through the security
server user interface.



14.2. Managing timestamping services
Access rights: Security Office

To add a timestamping service, follow these steps.

1. On the “Configuration” menu, select “System Parameters”. The system parameters view is
opened.

2. In the “Timestamping Services” section, click Add.

3. In the window that opens, select a service and click OK.

To delete a timestamping service, follow these steps.

1. On the “Configuration” menu, select “System Parameters”. The system parameters view is
opened.

2. In the Timestamping Services section, select the service to be deleted and click Delete.

If more than one time stamping service is configured, the security server will try to get a timestamp
from the topmost service in the table, moving down to the next service if the try was unsuccessful.

Adding timestamping serviceAdding timestamping service

https://www.youtube.com/watch?v=HZ11hGAP6ks


14.3. Generating a signing key
  Access rights:
all activities; Security Officer; 
all activities except logging into the key device: Registration Office; 

  logging into the key device: System Administrator.

Before the generation of the signing key make sure that the security server time is correct. To
generate a signing key, follow these steps. 

1. On the Management menu, select Keys and Certificates. 

2. If you are using a hardware security token, ensure that the device is connected to the security
server. The device information must be displayed in the “Keys and Certificates” table. 

3. To log in to the token, click Enter PIN on the token’s row in the table and enter the PIN code.
Once the correct PIN is entered, the Enter PIN button changes to Logout.

4. To generate a signing key, select the token from the table by clicking the respective row, and
click “Generate Key”. Enter the label value for the key and click OK. The generated key
appears under the token’s row in the table. The label value is displayed as the name of the key.

Generating a signing keyGenerating a signing key

https://www.youtube.com/watch?v=iHabkez60oM


14.4. Generating a certi�cate signing request for a signing
key

Access rights: Security Officer, Registration Officer.

To generate a certificate signing request (CSR) for the signing key, follow these steps.

1. On the Management menu, select Keys and Certificates. 

2. Select a key from the table and click Generate CSR. In the dialog that opens:

Select the certificate usage policy from the Usage drop down list (SIGN for signing
certificates).
Select “the X-Road member the certificate will be issued for” from the Client drop-down list.
Select the issuer of the certificate from the Certification Service drop- down list.
Select the format of the certificate signing request (PEM or DER), according to the
certification service provider’s requirements
Click OK.

3. In the form that opens, review the certificate owner’s information that will be included in the
CSR and fill in the empty fields, if needed.

4. Click OK to complete the generation of the CSR and save the prompted file to the local file
system.

After the generation of the CSR, a “Request” record is added under the key’s row in the table,
indicating that a certificate signing request has been created for this key. The record is added even if
the request file was not saved to the local file system.

Generating a certi�cate signing request for signing keyGenerating a certi�cate signing request for signing key

https://www.youtube.com/watch?v=ifRGVMyzL78


14.5. Generating an authentication key
  Access rights:
all activities; Security Officer; 
logging into the key device: System Administrator.

The security server's authentication keys can only be generated on software security tokens. Follow
the steps below.

1. On the Management menu, select Keys and Certificates.

2. To log in to the software token, click Enter PIN on the token’s row in the table and enter the
token’s PIN code. Once the correct PIN is entered, the Enter PIN button changes to Logout.

3. To generate an authentication key, select the software token from the table by clicking the
respective row, and click Generate key. Enter the label value for the key and click OK. The
generated key appears under the token’s row in the table. The label value is displayed as the
name of the key.

Generating an authentication keyGenerating an authentication key

https://www.youtube.com/watch?v=kOj4Ykb0SYI


14.6. Generating a certi�cate signing request for an
authentication key

Access rights: Security Officer.

To generate a certificate signing request for the authentication key, follow these steps.

1. On the Management menu, select Keys and Certificates.

2. Select the authentication key from the table and click Generate CSR. In the dialog that opens:

Select the certificate usage policy from the Usage drop down list (AUTH for authentication
certificates).
Select the issuer of the certificate from the Certification Service drop- down list.
Select the format of the certificate signing request (PEM or DER), according to the
certification service provider’s requirements
Click OK.

3. In the form that opens, review the information that will be included in the CSR and fill in the
empty fields, if needed.

4. Click OK to complete the generation of the CSR and save the prompted file to the local file
system.

After the generation of the CSR, a “Request” record is added under the key’s row in the table,
indicating that a certificate signing request has been created for this key. The record is added even if
the request file was not saved to the local file system.

To certify the authentication key, deliver the certificate application
to the recognised certification service provider and receive the

Generating a certi�cate signing request for an authentication keyGenerating a certi�cate signing request for an authentication key

https://www.youtube.com/watch?v=5OxPvEViiO8

