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19.1. Introduction
In this lesson, instructions about the management of X-Road data services are provided. Upon
completion of this lesson you will be able to

Add, refresh, enable, disable and delete a WSDL,
Change the address of a WSDL, and
Change the parameters of a data service.

You will need approximately 15 minutes to pass this lesson.



19.2. Management of data services
Data services on X-Road are managed on two levels:

The addition, deletion, and deactivation of services is carried out on the WSDL level.

WSDL (Web Service Definition Language) is an XML format for describing network services as
a set of endpoints operating on messages containing either document-oriented or procedure-
oriented information. The operations and messages are described abstractly, and then bound to a
concrete network protocol and message format to define an endpoint.

WSDL is a file describing service configuration. This information with the service IP should be
requested from the organization's information system developer, who should make the WSDL file
available over URL. Read more about WSDL here.

The service address, internal network connection method, and the service timeout values
are configured at the service level

It is easy to extend the configuration of one service to all the other services in the same WSDL.

https://www.w3.org/TR/wsdl


19.5. Enabling and disabling a WSDL
Access rights: Service Administrator.

A disabled WSDL is displayed in the services’ table in red with a "Disabled" note. Services described
by a disabled WSDL cannot be accessed by the service clients.

If an attempt is made to access the service, an error message is returned, containing the information
entered by the security server's administrator when the WSDL was disabled.

If a WSDL is enabled, the services described there become
accessible to users. Therefore, it is necessary to ensure that before
enabling the WSDL, the parameters of all its services are
correctly configured.

To enable a WSDL, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select a disabled WSDL from the table and click Enable.

To disable a WSDL, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. To enable a WSDL, select an enabled WSDL from the table and click Disable.

3. In the window that opens, enter an error message, which is shown to clients who try to access
any of the services in the WSDL, and click OK.



19.9. Questions
In order to complete this lesson, please decide if the following statements are true or false.

A. When refreshing a WSDL file, the security server checks the service information in the
reloaded file against existing services.
B. Deleting a WSDL does not mean that the information related to the services described in that
WSDL is also deleted.

See the correct answers here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=568


19.3. Adding a WSDL

Access rights: Service Administrator.

When a new WSDL file is added, the security server reads service information from it and displays
the information in the table of services. The service code, title and address are read from the WSDL.

To add a WSDL, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Click Add WSDL, enter the WSDL address in the window that opens and click OK. The
WSDL and the information about the services it contains are added to the table. By default, the
WSDL is added in disabled state.

To see a list of services contained in the WSDL, click the +-symbol in front of the WSDL row to
expand the list. 

Adding a WSDLAdding a WSDL

https://www.youtube.com/watch?v=Qrhm_LmZrOU


19.4. Refreshing a WSDL
Access rights: Service Administrator.

Upon refreshing, the security server reloads the WSDL file from the WSDL address to the security
server and checks the service information in the reloaded file against existing services.

To refresh the WSDL file, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select from the table a WSDL to be refreshed and click Refresh.

3. If the new WSDL contains changes compared to the current WSDL in the security server, a
warning is displayed. To proceed with the refresh, click Continue.

When the WSDL is refreshed, the existing services’ settings are not overwritten.

Refreshing a WSDLRefreshing a WSDL

https://www.youtube.com/watch?v=tL0aIGjiD1s


Enabling and disabling a WSDLEnabling and disabling a WSDL

https://www.youtube.com/watch?v=4Loj9sddu-w


19.6. Changing the address of a WSDL
Access rights: Service Administrator.

To change the WSDL address, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select from the table a WSDL whose address you wish to change and click Edit.

3. In the window that opens, edit the WSDL address and click OK. When the address is changed,
the WSDL is refreshed.

Changing the address of a WSDLChanging the address of a WSDL

https://www.youtube.com/watch?v=QKcA9lThCwo


19.7. Deleting a WSDL
Access rights: Service Administrator.

When a WSDL is deleted, all information related to the services
described in the WSDL, including access rights, are deleted.

To delete a WSDL, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select from the table a WSDL to be deleted and click Delete.

3. Confirm the deletion by clicking Confirm in the window that opens.

Deleting a WSDLDeleting a WSDL

https://www.youtube.com/watch?v=aIONunwINsg


19.8. Changing the parameters of a service
Access rights: Service Administrator.

Service parameters are:

Service URL – the URL where requests targeted at the service are directed,

Timeout(s) – the maximum duration of a request to the database, in seconds,

Verify TLS certificate – toggles the verification of the certificate when a TLS connection is
established.

To change service parameters, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select a service from the table and click Edit.

3. In the window that opens, configure the service parameters. To apply the selected parameter to
all services described in the same WSDL, select the checkbox adjacent to this parameter in the
Apply to All in WSDL column. To apply the configured parameters, click OK.

Changing the parameters of a serviceChanging the parameters of a service

https://www.youtube.com/watch?v=uZHQwvavTeg

