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20.1. Introduction
In this lesson, instructions are provided about the communication of the security server with a client
information system. The validation of the X-Road security server installation is briefly discussed at
the end of the lesson. Upon completion of this lesson you will be able to

Choose a correct protocol for your security server to establish a connection with a client
information system,
Connect the security server to an internal network server in both the service consumer and the
service provider role,
Manage the internal TLS certificate,
Change the internal TLS key and certificate, and
Validate if the X-Road security server installation was successful.

You will need approximately 20 minutes to pass this lesson.



20.2. Protocols of communication with a client
information system

Access rights: Registration Officer, Service Administrator.

A security server can use either the HTTP, HTTPS, or HTTPS NOAUTH protocol to communicate
with information system servers which provide 0r use services.

The HTTP protocol can be used if the information system server and the security server
communicate in a private network segment where no other computers are connected to.
Furthermore, the information system server must not allow interactive log-in.

The HTTPS protocol must be used if it is not possible to provide a separate network segment for
the communication between the information system server and the security server. In that case,
cryptographic methods are used to protect their communication against potential eavesdropping
and interception. Before HTTPS can be used, internal TLS certificates must be created for the
information system server(s) and loaded to the security server.

The HTTPS NOAUTH protocol should be used if you want the security server to skip the
verification of the information system TLS certificate.

If the HTTP connection method is selected, but the information system connects to the security server
over HTTPS or HTTPS NOAUTH, then the connection is accepted, but the client’s internal TLS
certificate is not verified.



20.3. Connection of an internal network server in the
service consumer role

Access rights: Registration Officer, Service Administrator.

To set the connection method for internal network servers in the service consumer role, follow these
steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Internal Servers icon on that row.

2. On the Connection Type drop-down, select the connection method and click Save. 

Depending on the configured connection method, the request URL for information system is
http://SECURITYSERVER/ or https://SECURITYSERVER/. When making the request, the
address SECURITYSERVER must be replaced with the actual address of the security server.



20.4. Connection of an internal network server in the
service provider role

Access rights: Registration Officer, Service Administrator.

The connection method for internal network servers in the service provider role is determined by the
protocol in the URL. To change the connection method, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Services icon on that row.

2. Select a service from the table and click Edit.

3. Change the protocol in the service URL to HTTP or HTTPS. If the HTTPS protocol was
selected, select the Verify TLS certificate checkbox if needed.



20.5. Adding an internal TLS certi�cate
To add an internal TLS certificate for a security server client (for HTTPS connections), follow these
steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Internal Servers icon on that row.

2. In “Internal TLS Certificates” menu, click „Add“ button, locate the certificate file from the
local file system and click “OK”. The certificate fingerprint appears in the “Internal TLS
Certificates” table.

The required certificate should be obtained from the developer or the support representative of the
local information system. If required, it should be purchased form a certificate authority or it should
be manually generated. For example, you can use OpenSSL toolkit to create a self-signed key and
certificate pair with a single command:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyo
ut certificate.key -out certificate.crt

req specifies to use X.509 certificate signing request (CSR) management. The "X.509" is a public
key infrastructure standard that SSL and TLS adheres to for its key and certificate management. 
-x509 modifies the previous subcommand by telling the utility to make a self-signed certificate.
-nodes tells OpenSSL to skip the option to secure certificate with a passphrase. This way no user
intervention is required when the service starts.
-days 365 sets the length of time that the certificate will be considered valid.
-newkey rsa:2048 specifies that we want to generate a new certificate and a new key at the same
time. rsa:2048 determines that length of the RSA-key is 2048 bits.
-keyout tells OpenSSL where to place the generated private key file that we are creating.
-out tells OpenSSL where to place the certificate that we are creating.

During the certificate generation it is important to set the Common Name value to the fully qualified
domain name or IP of your information system.

Internal TLS Certificate loaded to security server must be the same
as used by the local information system.



20.7. Changing the internal TLS key and certi�cate
Access rights: Security Officer, System Administrator.

To change the security server’s internal TLS key and certificate, follow these steps.

1. On the “Configuration” menu, select “System Parameters”. The system parameters view is
opened.

2. In the Internal TLS Certificate section, click Generate New TLS Key and in the window that
opens, click Confirm. 

The security server generates a key used for communication with the client information systems, and
the corresponding self-signed certificate. The security server's certificate fingerprint will also change.
The security server's domain name is saved to the certificate's Common Name field, and the internal
IP address to the subjectAltName extension field.

To export the security server’s internal TLS certificate, follow these steps.

1. On the “Configuration” menu, select “System Parameters”. The system parameters view is
opened.

2. In the Internal TLS Certificate section, click Export and save the prompted file to the local
file system. 

To view the detailed information of the security server’s internal TLS certificate, follow these steps.

1. On the “Configuration” menu, select “System Parameters”. The system parameters view is
opened.

2. In the Internal TLS Certificate section, click Certificate Details.



20.8. Question
In order to complete this lesson, please decide if the following statement is true or false.

Internal TLS certificates must be created for the information system server and loaded to the
security server before HTTPS can be used. 

See the correct answer here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=566


20.9. Validating installation
To validate that the installation of the X-Road security server has been successful it is possible to
make an enquiry to list all potential service providers (i.e. members and subsystems) of an X-Road
instance. This can be accomplished by making a HTTP GET request to the security server.

The request URL is http://SECURITYSERVER/listClients or https://SECURITYSERVER/listClients
depending on whether the HTTPS protocol is configured for interaction between the security
server and the information system. When making the request, the address SECURITYSERVER must
be replaced with the actual address of the security server.

The security server must respond with content-type text/xml and the response MUST contain the
clientList XML element defined below:

You will find more information on the service metadata protocol here.

http://x-road.eu/docs/x-road_service_metadata_protocol.pdf


20.6. Management of an internal TLS certi�cate
To view the detailed information of the security server’s internal TLS certificate, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Internal Servers icon on that row.

2. Select a certificate from the “Internal TLS Certificates” table and click “Details”.

To delete an internal TLS certificate, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Internal Servers icon on that row.

2. Select a certificate from the Internal TLS Certificates table and click Delete.

3. Confirm the deletion by clicking Confirm in the window that opens.

To export the security server’s internal TLS certificate, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Internal Servers icon on that row.

2. Click Export and save the prompted file to the local file system.

Management of the internal TLS certi�cateManagement of the internal TLS certi�cate

https://www.youtube.com/watch?v=QS_uBZ0KBKU

