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21.1. Introduction
In this lesson, the management of access rights in the security server is discussed. Upon completion of
this lesson you will be able to:

Change the access rights of a service,
Add and change the access rights of a service client,
Add and change the members of a local access right group,
Change the description of a local access right group, and
Delete a local access right group.

You will need 20-30 minutes to pass this lesson.



21.2. Access right subjects
The security server access rights can be granted to the following subjects:

An X-Road member's subsystem

A global access rights group
Global groups are created in the X-Road governing authority. If a group is granted an access
right, it extends to all group members.

A local access rights group
To simplify access rights management, each client in the security server can create local access
rights groups. If a group is granted an access right, it extends to all group members.

The difference between the global and the local access group is their origin. Global access groups are
defined by X-Road governing authority while local groups can be created in the security server.
Global groups are more general while local groups are more specific with their members.



21.3. Management of access rights
There are two options for managing access rights in a security server.

Service-based access rights management, when a single service needs to be opened or closed to
multiple service clients.

Client-based access rights management – if a single service client needs multiple services opened
or closed.



21.7. Local and global access right groups
A local access rights group can be created for a security server client in order to facilitate the
management of service access rights for a group of X-Road subsystems that use the same
services. The access rights granted for a group apply for all the members of the group. 

Local groups are client-based (subsystem-based). A local group can only be used to manage the
service access rights of one security server client in one security server.

The way access is granted to global groups is the same as with local groups. For example, you can
give access to all X-road members by granting the “All consumers” group access.



21.12. Questions
In order to complete this lesson, please decide if the following statements about local access
right groups are true or false.

A. Local groups are client-based. They are used to manage the service access rights of one
security server client in one security server.
B. Only X-Road governing authority can create local access rights groups in the security server.

See the correct answers here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=570


21.4. Changing the access rights of a service
Access rights: Service Administrator.

To change the access rights to a service, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and click
the Services icon on that row.

2. Select a service from the table and click Access Rights. In the window that opens, the access
rights table displays information about all X-Road subsystems and groups that have access to the
selected service.

3. To add one or more access right subjects to the service, click Add Subjects. The subject search
window appears. You can search among all subsystems and global groups registered in the X-Road
governing authority and among the security server client's local groups. Select one or more subjects
from the table and click Add Selected to ACL. To grant the access right to all subjects in the search
results, click Add All to ACL.

4. To remove service access rights subjects, select the respective rows in the access rights table and
click Remove Selected. To clear the access rights list (that is, remove all subjects), click Remove
All.

Changing the access rightsChanging the access rights

https://www.youtube.com/watch?v=4rdLGj_-FGc


21.5. Adding a service client
Access rights: Service Administrator.

The service client view (Configuration -> Security Server Clients -> Service Clients) displays all
the access rights subjects of the services mediated by this security server client. In other words, if an
X-Road subsystem or group has been granted the access right to a service of this client, then the
subject is shown in this view.

To add a service client, follow these steps.

1. On the Configuration menu, select Security Server Clients.

2. Select a client from the table and click the Service Clients icon, then click Add.

3. In the window that opens, locate and select a subject (a subsystem or a local or global group) to
which you want to grant access rights to and click Next.

4. Locate the service(s) whose access rights you want to grant to the selected subject. Click Add
Selected to ACL to grant access rights to the selected services to this subject. Click Add All to
ACL to grant access rights to all services in the filter to the subject. 

The subject is added to the list of service clients, after which the service client's access rights view is
displayed where the access rights can be changed.

Adding a service clientAdding a service client

https://www.youtube.com/watch?v=NjvBSHJYesY


21.6. Changing the access rights of a service client
Access rights: Service Administrator.

To change the service client's access rights, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Service Clients icon on that row.

2. In the window that opens, locate and select a subject (a subsystem or a local or global group)
whose access rights you want to change and click Access Rights.

3. In the window that opens, a list of services opened in the security server to the selected subject
is displayed.

To remove access rights to a service from the service client, select one or more services from
the table and click Remove Selected, then clickConfirm.
To remove all access rights from the service client, click Remove All and then click Confirm.
To add access rights to a service client, start by clicking Add Service. In the window that
opens, select the service(s) that you wish to grant to the subject (already granted services are
displayed in gray) and click Add Selected to ACL. To add all services found by the search,
click Add All to ACL.

Note that if you refresh the page, all service clients that do not have access rights to any services are
removed from the service clients’ view.

Changing the access rights of a service clientChanging the access rights of a service client

https://www.youtube.com/watch?v=BMmHg3Be1ao


21.8. Adding a local group
Access rights: Service Administrator.

To create a local group for a security server client, follow these steps.

1. On the “Configuration” menu, select “Security Server Clients”, select a client and click the
“Local Groups” icon on that row. In the window that opens, a list of the client's local groups is
displayed.

2. To create a new group, click Add Group. In the window that opens, enter the code and
description for the new group and click OK.

Adding a local groupAdding a local group

https://www.youtube.com/watch?v=hTcvrOl8QMY


21.9. Displaying and changing the members of a local
group

Access rights: Service Administrator.

To view the members of a local group, follow these steps.

1. On the “Configuration” menu, select “Security Server Clients”, select a client and click the
“Local Groups” icon on that row.

2. In the window that opens, select a group whose members you want to view or change, and click
Details to open the detail view.

To add one or more members to a local group, follow these steps in the group’s detail view.

1. Click Add Members.

2. In the window that opens, locate and select the subsystems that you wish to add to the group
and click Add Selected to Group. To add all subsystems found by the search function to the
group, click Add All to Group.

To remove members from a local group, select the members to be deleted in the group’s detail view
and click Remove Selected Members. To remove all group members from the group, click Remove
All Members.

Displaying and changing the members of a local groupDisplaying and changing the members of a local group

https://www.youtube.com/watch?v=V2iI9exDCu4


21.10. Changing the description of a local group
Access rights: Service Administrator.

To change the description of a local group, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Local Groups icon on that row.

2. Select a group from the local groups table and click Details.

3. In the group detail view, click Edit to change the description.

4. Enter the group description and click OK.

Changing the description of a local groupChanging the description of a local group

https://www.youtube.com/watch?v=FiDACz7mm7g


21.11. Deleting a local group
Access rights: Service Administrator.

Note that when a local group is deleted, all the group members'
access rights, which were granted through belonging to the
group, are revoked.

To delete a local group, follow these steps.

1. On the Configuration menu, select Security Server Clients, select a client from the table and
click the Local Groups icon on that row.

2. Select a group from the local groups table and click Details.

3. In the group detail view, click “Delete Group” and confirm the deletion in the window that
opens. For that click the “Confirm“ button.

Deleting a local groupDeleting a local group

https://www.youtube.com/watch?v=1bmHjsQilV0

