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23.1. Introduction
In this lesson, instructions are given about backing up and restoring a security server configuration.
Upon completion of this lesson you will be able to

Back up and restore a configuration in the security server user interface,
Upload and delete a configuration backup file in the security server user interface, and
Restore a configuration from the command line.

You will need approximately 10 minutes to pass this lesson.



23.2. Backup view of the security server user interface
Access rights: System Administrator.

The backup view can be accessed from the Management menu by selecting Back Up and Restore.



23.3. Backing up a security server con�guration
To back up configuration, follow these steps. 

Click Back Up Configuration.

A window opens displaying the output of the backup script. Click OK to close it. The
configuration backup file appears in the list of configuration backup files. 

To save the configuration backup file to the local file system, click Download on the
configuration file’s row and save the prompted file.



23.4. Uploading and deleting a con�guration backup �le
To upload a configuration backup file from the local file system to the security server, click Upload
Backup File, select a file and click OK. The uploaded configuration file appears in the list of
configuration files.

To delete a configuration backup file, click Delete on the appropriate row in the configuration
backup file list and then click Confirm.



23.5. Restoring a con�guration in the user interface
Access rights: System Administrator.

The restore view can be accessed from the Management menu by selecting Back Up and Restore.

To restore configuration, follow these steps.

1. Click Restore on the appropriate row in the list of configuration backup files and click
Confirm.

2. A window opens displaying the output of the restore script. Click OK to close it.



23.6. Restoring a con�guration from the command line
To restore a configuration from the command line, the security server ID must be available. It is
expected that the restore command is run by the xroad user.

In order to restore configuration, use the following command (all on one line)::

/usr/share/xroad/scripts/restore_xroad_proxy_configuration.sh \
 -s <security server ID> -f <path + filename>

For example:

/usr/share/xroad/scripts/restore_xroad_proxy_configuration.sh \
 -s AA/GOV/TS1OWNER/TS1 \ -f /var/lib/xroad/backup/conf_backup_2
0140703-110438.tar

If it is absolutely necessary to restore the system from a backup made on a different security server,
the forced mode of the restore command can be used with the -F option. For example (all on one line):

/usr/share/xroad/scripts/restore_xroad_proxy_configuration.sh \ 
-F -f /var/lib/xroad/backup/conf_backup_20140703-110438.tar


