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26.1. Introduction
This lesson gives an overview of the rights and obligations of the participants in X-Road

After passing this lesson you will be able to explain on what the rights and obligations of the
participants on X-Road are based, what are the X-Road member’s obligations in relations with the
centre and what means the centre’s right to restrict and terminate the member’s access to X-Road.

You will also be able to describe the participants’ rights and obligations in connection with the use of
the security server and subsystems and data services and their mediation.

It takes 10-12 minutes to pass this lesson.



26.2. Sources of rights, freedoms and obligations
X-Road member’s rights, freedoms and obligations are based on:

X-Road maintenance regulation,
Joining agreement between the applicant and centre (Information System Authority (RIA));
Requirements and instruction of use of X-Road, and
X-Road principles and values.

In Estonia, X-Road is regulated by Regulation No. 78 “Data exchange layer of Information Systems”
of the Government of the Republic of Estonia of 24 April 2008 (in Estonian).

X-Road’s joining terms can be found here (in Estonian).

Requirements and instructions for using X-Road are disclosed on RIA’s web page.

https://www.riigiteataja.ee/akt/115092015011?leiaKehtiv
https://www.ria.ee/public/x_tee/Liitumistingimused.pdf
https://www.ria.ee/en/x-road.html


26.3. General freedoms, rights and obligations of the X-
Road member
X-Road members have the following general freedoms:

Freedom to select own technological platform;
Freedom to build own company, database and information system, and
freedom to build own service.

Upon joining X-Road, the member must:
Adapt its information system for work in X-Road environment;
Ensure consistency, management and development and safe and uninterrupted work of its
information system, and
Use the security server in compliance with terms.

X-Road member must apply precautions of data protection and relevant physical, organisational
and IT security measures.. To manage the security related risks, the measures ensuring availability,
integrity and confidentiality of the data must be applied.

The member has the right to withdraw from membership at any time by submitting relevant written
application to the centre.



26.4. Obligations of the X-Road member: communicating
with the centre
X-Road member must maintain data about itself updated in management system of state information
system (RIHA). It must also perform orders communicated by the centre to the X-Road members.

X-Road member is obliged to inform the centre immediately about problems or circumstances related
to use of X-Road that influence or may influence performance of obligations by the centre ot the X-
Road member. It should also inform the department of handling information security incidents of the
centre (CERT Estonia) immediately about the security incidents and their imminent danger.

On request of the centre, the member has to submit information necessary for assessment of the safety
of the security server, among others, security rules and description of applied measures.



26.5. Centre’s right to restrict and terminate member’s
access to X-Road
The centre has the right to restrict the rights of the X-Road members in accordance with legislation. In
grounded cases it may suspend availability of information necessary for use of data services for the
security servers of the X-Road members. The centre may also reject the application for registration of
the subsystem or delete the registered subsystem from the register if the X-Road participants has not
performed the obligations of the member.

The centre has the right to terminate, restrict the rights of membership or give a due term for
elimination of deficiencies when:

The X-Road member significantly breaches the obligations of the regulation or requirements of X-
Road usage established by the centre and hence the security of X-Road is jeapordised;
The X-Road member has submitted false or misleading information;
The X-Road member uses the data services maliciously.

The centre may terminate the membership unilaterally by informing the X-Road member 30 days in
advance via e-mail in case the X-Road member repeatedly does not answer to the inquiries sent by the
centre.



26.6. Tasks and obligations of the centre
The centre must ensure:

An opportunity to use X-Road according to the operational requirements of X-Road;
Free availability of software of standardised security server for the X-Road members, and
Conformance of the standard solution designed for the end user (natural person) of the data
services to the IMAP protocol of X-Road.

The centre informs the members about the changes in management or use of X-Road and all
known circumstances and scheduled maintenance works hindering use of X-Road by sending an e-
mail to the contacts indicated in RIHA and considering

at least one month term of advance notice when information concerns changes in management and
use of X-Road, and
at least 18 month term of advance notice when information concerns changes in basic protocol
stack of X-Road or IMAP protocol of X-Road which in turn cause changes in the subsystems
and/or data services of X-Road members.



26.7. Obligations of the X-Road member: use of the
security server
X-Road member is obliged to install the security server software for enabling creation of secure
data exchange channel and register a due authentication certificate of the security server in the centre.
In X-Road, it is allowed to use only such security server software that follows the X-Road basic
protocol stack approved by the centre.

X-Road member must host the security server in the territory of the
Republic of Estonia. On permission of the centre, the security server
may be installed also outside the Republic of Estonia.

X-Road member has to use encrypted connection and bilateral authentication for connection of the
security server and the subsystem to enable other X-Road members to use its security server.

Obligations of the X-Road members concerning the query logs:
Develop the procedure for archiving query logs containing frequency of logging and list of
archived information;
Appoint persons who and on what terms gets an access to the archived query logs of the security
server, and
Archive query logs in a manner that ensures the same security requirements for handling of
archived messages as required for use of the data service.



26.8. Rights and obligations related to use of the
subsystems
The member has the right to use the subsystem on X-Road for providing and using of services.

Only the subsystem registered in the centre can use and provide services on X-Road. After registering
of the subsystem, the X-Road member is obliged to:

Determine the work places and appoint positions who have the permission to use the data services
of the subsystem and hence enabled for the subsystem, and enable on-premises access only for
authorised persons;
Ensure safe and uninterrupted work of the subsystem(s) interfaced with X-Road and conformance
to the agreements of use of data service between the X-Road members.

The centre has the right to reject the application for registering the subsystem or delete the registered
subsystem from the register if any of the requirements is not met.



26.9. Freedoms and obligations related to member’s data
services
The X-Road member has the freedom to provide and use its information assets (data) as a service. The
member has to ensure that the data services are provided and used according to the agreements of the
use of data services between the X-Road members.

The member itself has to describe, develop, maintain and manage the data services. X-Road
organisation does not define the necessity of the service or ensure the merits of the data exchanged via
the services. The data service provider does that.

In case of providing the services, the member:

Has to register the data service with the technical description of the data service (Web Services
Description Language, WSDL) in the security server and keep the data service description
relevant and updated in the security server as well as in RIHA;

Be sure before entering into an agreement with the data service user about the conformance of the
subsystem of the data service user to the security level necessary for using the data service, among
others, consider the distinctness of the members of the connected environments and the ones
following the legal form;

Must ensure the accordance of the X-Road system access rights with the agreements between the
X-Road members about the use of the data service;

Submit information necessary for surveillance of the data service according to the basic protocol
stack of X-Road, and

Give necessary information to the X-Road member using data services provided by it for
surveillance of the used data services according to the basic protocol stack.

In case of providing and using the data service, the member must time stamp the arrived messages
with the speed necessary for processing data in the security server.



26.10. Rights and obligations related to mediation of data
services
Possessing and managing of a security server may become too cumbersome for smaller organisations.
To reduce the burden, the third party has the right to provide the data mediation service.

The data service mediator must:
Prepare and disclose the data service mediation policy, follow it and inform the centre and the data
service providers about the changes in the data mediation policy;
Register itself as the data service mediator on X-Road;
Fix the data service mediation permission in the agreement of use of data service among the X-
Road members, and
Be certain about the data service end user’s right to communicate the specific message according
to the agreement of use of data service among the X-Road members.

Data service mediator must share information about its information system and data service mediation
policy so that the data service providers (customers) could decide whether the service mediator
conforms to their requirements. That is why the registration obligation is important in X-Road.



26.11. Questions
To finish this lesson, please decide whether the statements below are true or false. 

A. The X-Road member is obliged to determine the work places and appoint positions who have
the permission to use the data services of the subsystem and hence enabled for the subsystem. 
B. Mediator of the data services has the obligation to disclose the data service mediation policy
but it need not register itself on X-Road. 
C. The X-Road member is obliged to use only such security server software that follows the X-
Road basic protocol stack approved by RIA.

See the correct answers here (will open in a new tab). 

https://moodle.ria.ee/mod/book/view.php?id=399&chapterid=558


26.12. Summary

X-Road members have the freedom at selection of own technological
platform and building its company’s database, information system
and data services. 

X-Road member is obliged to inform the centre about issues and
security incidents related to use of X-Road or their imminent
danger. 

The centre is obliged to inform the members about the changes in
management or use of X-Road and all known circumstances and
scheduled maintenance works hindering use of X-Road. 

The centre has the right to restrict or terminate member’s access to
X-Road. 

X-Road member has the right to withdraw from the membership at
any time. 


